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Abstract 
Cloud computing is a technology that provides network based services on demand. Cloud computing technology provides 
advantages to end users and business organizations. Few notable advantages are cost efficiency, increased storage capacity, 
backup and recovery, continuous resource availability and location independence. Data owners host their private data in the cloud 
and worry about unauthorized access of their data. They feel uncomfortable about any user misusing their private data. This 
insecure feeling of data owners holds them back from using cloud services. Any unauthorized users accessing the owner’s private 
data leads to accountability issues. We design a trusted monitoring framework, which provides a chain of trust that excludes the 
untrusted privileged domain, as well as utilizing the trusted computing technology to ensure the integrity of the monitoring 
environment. To solve the accountability issue, a mechanism to monitor the actual data usage is proposed. This approach grants 
access rights to users based on their role and also monitors every access to the owner’s data, verifying that the service level 
agreements have been violated or not. 
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1. Introduction 
 
     Cloud Computing technology provides advantages to end users and business organizations. Few notable 
advantages are cost efficiency, increased storage capacity, backup and recovery, continuous resource availability 
and location independence. In spite of these advantages, the biggest issue with the cloud is the “Security̏. Though 
there are several advantages with cloud, it also imposes several security threats related to outsourced user’s data. 
Since private data is hosted in the cloud and they are being processed at remote machines and are administered by 
the cloud service providers (CSP), the users are worried about loss of data control in the cloud. There are various 
reasons for the CSP to involve in unfaithful disclosure or leakage of user’s data to any external entity that may turn 
out to be a serious privacy and security concern for any user towards his/her data. Cloud Users do not know the 
machines where their data are processed, so they start bothering about losing control over their data. There are no 
specific mechanisms to check if the service level agreements made between the data owner and the end users have 
been preserved or not. Data is often being outsourced in cloud, leading to accountability issues and manipulation of 
personally identifiable information. The monitoring mechanism involves third party services. The third party is an 
external entity who can behave unfaithfully while the data is disclosed during the auditing process [1]. Moreover, 
simply relying on a third party auditor without applying any cryptographic technique on the user’s data may turn the 
situation even more badly. So, downloading the user’s data alone for auditing will not help for verifying the integrity 
of user’s data since downloading the entire data is expensive because of I/O and transmission cost through the 
network. To solve these security problems with the cloud, users are assigned access rights based on their role and if 
any user tries to violate the assigned access rights the data owner is notified with a log report stating about the 
service level agreement violation. Section 2 tells the related work done in this domain, section 3 explains the work 
that is done for solving the security issues, section 4 describes the results and the discussion among the results and 
section 5 concludes the paper. 
 
2. Related work 
 
    Cloud Computing is a technology that provides network based services on-demand. Data owners host their private 
data in the cloud and worry about unauthorized access of their data [2]. They feel uncomfortable about any user 
misusing their private data. This insecure feeling of data owners holds them back from using cloud services. Any 
unauthorized users accessing the owner’s private data leads to accountability issues. To solve the accountability 
issue, a mechanism to monitor the actual data usage is proposed. This approach grants access rights to users based 
on their role and also monitors every access to the owner’s data, verifying that the service level agreements have 
been violated or not. 
    Though there are several advantages with cloud, it also imposes several security threats related to outsourced 
user’s data. Since private data is hosted in the cloud and they are being processed at remote machines and are 
administered by the cloud service providers (CSP), the users are worried about loss of data control in the cloud. 
There are various reasons for the CSP to involve in unfaithful disclosure or leakage of user’s data to any external 
entity that may turn out to be a serious privacy and security concern for any user towards his/her data [3].  
    Virtualization is a pillar technology in cloud computing for multiplexing computing resources on a single cloud 
platform for multiple cloud tenants. Monitoring the behaviour of virtual machines (VMs) on a cloud platform is a 
critical requirement for cloud tenants. Existing monitoring mechanisms on virtualized platforms either takes a 
complete VM as the monitoring granularity, such that they cannot capture the malicious behaviours within 
individual VMs, or they focus on specific monitoring functions that cannot be used for heterogeneous VMs 
concurrently running on a single cloud node. Furthermore, the existing monitoring mechanisms have made an 
assumption that the privileged domain is trusted to act as expected, which causes the cloud tenants’ concern about 
security because the privileged domain in fact could not act as the tenants’ expectation. We design a trusted 
monitoring framework, which provides a chain of trust that excludes the untrusted privileged domain, by deploying 
an independent guest domain for the monitoring purpose, as well as utilizing the trusted computing technology to 
ensure the integrity of the monitoring environment.  
    The user is more concerned with the privacy and security issues in the cloud environment. Ina cloud platform, the 
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data that belongs to the end user is stored in the servers in the cloud service provider premises [4]. The most 
important concern of the end user is that whether the sensitive information would be leaked so that hackers would 
get to know about the confidential information. The authors focussed on the development of a more secure cloud 
environment, to find the the trust of the service requesting authorities by using a new VM (Virtual Machine) 
monitoring system [4]. The authors claim that the framework can be used to provide security in network, 
infrastructure and in a heterogeneous cloud platform. It provides storage security by monitoring unauthorized access 
activities by the Cloud Service Users (CSU). Infrastructure security is provided by monitoring the use of privileged 
instructions.  
    Cloud computing is a model for enabling service user’s ubiquitous, convenient and on-demand network access to 
a shared pool of configurable computing resources. The security for Cloud Computing is emerging area for study 
and this paper provide security topic in terms of cloud computing based on analysis of Cloud Security treats and 
Technical Components of Cloud Computing [5]. 
    Cloud computing is a model for enabling service user’s ubiquitous, convenient and on-demand network access to 
a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services), that 
can be rapidly provisioned and released with minimal management effort or service provider interaction. Cloud 
computing enables cloud services.  The security architecture and functions highly depend on the reference 
architecture [6]. A key differentiating element of a successful information technology (IT) is its ability to become a 
true, valuable, and economical contributor to cyber infrastructure. “Cloud” computing embraces cyber 
infrastructure, and builds upon decades of research in virtualization, distributed computing, “grid computing”, utility 
computing, and, more recently, networking, web and software services.  
 
3 Proposed work 
 
 3.1 Cloud Data Accountability Framework 
 
    The major components of the CDA framework are the log generator [7] [8]and the log converger. The log 
generator is responsible for the generation of log records for every JAR access and the log converger is responsible 
for decrypting logs for error correction, merging and sending logs to the data owner. The logs are encrypted using 
the public key generated by the data owner and the logs are decrypted by the data converger using the master key for 
integrity verification of logs. The data owner creates a JAR file that encloses the original encrypted data, the access 
control policies and the logging policies. These access control policies help the CSP in authenticating the user and 
also in granting access rights to the users. These access control policies are fixed by the data owners based on the 
user’s role to be played in accessing the cloud data. The users are authenticated by the cloud service provider and 
the requested JAR file access will be granted to the user based on the previously specified access control rights 
based on user’s role. The automated logging mechanism is initiated for every data access and the log generator 
begins to generate log records for every data access in the cloud [9][10]. The log generator is a nested JAR file 
storing user data and respective log files. The outer JAR contains access control policies for each user based on their 
role and is responsible for user authentication for a particular JAR file based on the specified access rights. The 
outer JAR may contain one or more inner JARs. The outer JAR helps in identifying the correct inner JAR based on 
user request. The inner JAR consists of the data in encrypted form, class files initiating log generation, displaying 
data in required format and generation of log file for each encrypted data. The two auditing modes help the data 
owner to monitor the usage of his/her data hosted in the cloud. In Automatic mode, the size of the log record and the 
maximum time that should elapse before dumping of log files are fixed by the data owner. If any one of these 
condition occurs, logs are being sent to the data owner. In Onrequest mode, the onrequest mode can be used by the 
data owners, if he/she suspects of data being misused. This mode helps the owner to monitor the data usage 
immediately. Possible attacks to the CDA framework are discussed here. This framework encounters the following 
security attacks and the solution for the same is provided here. The Jar copy attack copies the JAR files and assumes 
that it will allow him to access the JAR file data without being noticed by the data owner. But every access to a JAR 
file creates log record and being sent to the data owner for auditing. Even for additional copies of the JAR, log 
records will be generated and sent to the data owner. If any copy of a JAR file is moved to a location that could not 
be accessed by the log converger, access to that particular JAR file is cancelled. The JAR file becomes inaccessible. 
Disassembling attack is another attack possible in our scenario. Once the Jar files have been obtained by the hacker, 
he/she tries to disassemble the JAR file. But the JAR file contains data and logs in encrypted format. The hacker 
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knows only the public key used for encrypting the logs, there are no possibilities to obtain the master key used for 
decrypting the logs. The attacker cannot modify the log file content after disassembling the JAR. The integrity 
checking mechanism for logs will detect any modification in the log records since the integrity checks added to each 
record will not match at the time of verification by the log converger. The Reed-Solomon encoding is for this 
checking mechanism using which the log converger can easily detect corrupted logs. 
 
3.7 Design 
 
 
                                                          Fig 1 Cloud data accountability framework 
 
Figure 1 tells the design of the entire system where a jar file is created with all kinds of rights of the users who are 
registered. It also explains the way by which the cloud user could interact with the system, where the user rights are 
granted only if the rule is present in the protected jar file. Figure 2 tells the structure of the jar file. 
 
 
 
 
 
 
Fig 2 Structure of the JAR File 
 
 
4 Results and Discussion 
 
4.1 Solution to Security issue 
 
    In order to solve the security issue [11], we separate the semantic reconstruction functionality out from VMM 
level. We propose the monitoring driver, which encapsulates the semantic reconstruction that will process the OS-
related information of a monitored user VM. The monitoring driver is dynamically loaded when the corresponding 
VM is launched on or migrated to this platform. Once the issue is resolved, the users could use this with trust [12]. 
Whenever an event is intercepted by event sensor, the low level information is intercepted and its semantic 
information is reconstructed by the driver. Thus, the monitoring applications in the monitoring VM can be 
independent of guest OS. Through this way, the monitoring framework separates the monitoring point from the 
semantic reconstruction module and masks the variance of guest OS for general but fine-grained monitoring 
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mechanism. In order to solve the trust issue, we separate the monitoring functionality out of privileged domain, and 
put it into an independent domain which is specially designed for the monitoring task for the tenants. By this way, 
we can achieve the separation of privilege. 
 
4.2 Chain of trust 
 
    To avoid the security issue caused by the distrusted privileged domain (management VM, i.e., MVM), there 
should be a new construction approach for the ‘‘chain of trust’’, so that the MVM is not able to modify the 
monitoring data. Monitoring VM acquires the monitoring data through semantic reconstruction, and the monitoring 
data should be guaranteed to be integrity. Only with this, the trust issue between the cloud tenants and the privileged 
domains can be solved. We see the adoption of trusted computing technology is a promising way for establishing 
trust, but how to construct the ‘‘chain of trust’’, and how to accommodate multiple tenants into multiple trust chains 
is up to be solved. 
    The goal of the adoption of trusted computing into the monitoring framework is not to make trusted computing 
functionalities be available to the cloud infrastructure (i.e., the user VMs) [13], but to make the monitoring 
framework itself is able to utilize the trusted computing functionalities. Therefore, there are some differences 
between the scenario in our monitoring framework and the scenario in the original case. We use vTPM to ensure 
that the tenants can establish trust in the environment where the monitoring information is hosted (i.e., the 
monitoring VM, and the OS and specific application for monitoring running in it), while vTPM is used to ensure 
that the tenants can establish trust in the environment which consists of the tenanted VMs, and the OSes and 
applications running in it [14][15]. 
 
 
 
Fig 3 An example of cloud computing platform 
 
Figure 3 tells the implementation framework which has virtual machines running the images of ubuntu and 
windows. The virtual machine monitor or the hypervisor manages the creation and  deletion of virtual machines. 
 
 
Table 1 Characteristics of virtualization based monitoring solutions  
 
 Monitoring 
granularity 
Monitoring 
generality 
Transparency 
to guest OS 
Integrity 
of 
monitoring 
entity 
Performance 
monitoring 
Whole VM Good Yes 
 
No 
Passive VMI Fine grained OS type 
dependency 
Yes No 
Active VMI Fine grained OS version 
dependency 
No No 
 
Our solution Fine grained Good Yes Yes 
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Fig 4 Log Report 
 
 
 
5 Conclusion and Future work 
 
    Thus the Trusted Monitoring Framework has been successfully implemented in the cloud environment. It 
enhances the security against the intruders and the cloud provider.  It generates a log for the data that are being 
accessed from the cloud and provides the encrypted log to the data owner. The future aim of this project is to create 
various VMs for various cloud users thereby enhancing the security of the cloud and by using various security 
algorithm to protect the data. 
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